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Individuals or organizations 
seeking to register the names of 
their Web sites may provide 
inaccurate contact information to 
registrars in order to hide their 
identities or to prevent members of 
the public from contacting them. 
Contact information is made 
publicly available on the Internet 
through a service known as Whois. 
Data accuracy in the Whois service 
can help law enforcement officials 
to investigate intellectual property 
misuse and online fraud, or identify 
the source of spam e-mail, and can 
help Internet operators to resolve 
technical network issues.  

 
GAO was asked, among other 
things, to (1) determine the 
prevalence of patently false or 
incomplete contact data in the 
Whois service for the .com, .org, 
and .net domains; (2) determine the 
extent to which patently false data 
are corrected within 1 month of 
being reported to ICANN; and (3) 
describe steps the Department of 
Commerce (Commerce) and 
ICANN have taken to ensure the 
accuracy of contact data in the 
Whois database.

Based on test results, GAO estimates that 2.31 million domain names (5.14 
percent) have been registered with patently false data—data that appeared 
obviously and intentionally false without verification against any reference 
data—in one or more of the required contact information fields. GAO also 
found that 1.64 million (3.65 percent) have been registered with incomplete 
data in one or more of the required fields. In total, GAO estimates that 3.89 
million domain names (8.65 percent) had at least one instance of patently 
false or incomplete data in the required Whois contact information fields. 
The table below shows the estimated number of instances of patently false 
data for each of the three types of contact information within each generic 
top-level domain. 
 
Of the 45 error reports that GAO submitted to the Internet Corporation for 
Assigned Names and Numbers (ICANN) for further investigation—one for 
each domain name with patently false contact data that GAO found in a 
random sample of 900—11 domain name holders provided updated contact 
information that was not patently false within 30 days after GAO submitted 
the error reports to ICANN. One domain name, which had been pending 
deletion before submission to ICANN, was terminated after GAO submitted 
the error report. The remaining 33 were not corrected. 
 
Commerce and ICANN have taken steps to ensure the accuracy of contact 
data in the Whois database. In addition to implementing a Registrar 
Accreditation Agreement that requires registrars to investigate and correct 
any reported inaccuracies in the contact information, they have amended 
their memorandum of understanding to require ICANN to continue assessing 
the operation of the Whois service and to implement measures to secure 
improved accuracy of data.  
 
Commerce and ICANN officials generally agreed with a draft of this report. 
 
Prevalence of Patently False Contact Information (in millions; percentages in parentheses) 

Registrant Administrative contact Technical contact 

Data  .COM .ORG .NET .COM .ORG .NET .COM .ORG .NET
Not 
patently 
false 

33.13
(92.65)

3.29
(93.69)

5.34
(94.26)

31.90
(89.20)

3.15 
(89.77) 

5.21 
(91.88) 

32.18
(89.98)

3.18
(90.63)

5.29
(93.37)

Patently 
false 

1.18
(3.30)

0.10
(2.97)

0.05
(0.89)

1.86
(5.20)

0.22 
(6.25) 

0.18 
(3.13) 

1.50
(4.18)

0.19
(5.51)

0.16
(2.76)

Incomplete 
0.27

(0.76)
0.07

(2.09)
0.17

(2.98)
0.83

(2.31)
0.11 

(3.09) 
0.18 

(3.13) 
0.91

(2.54)
0.10

(2.97)
0.11

(2.01)
Unable to 
access 
Whois data 

1.18
(3.30)

0.04
(1.25)

0.11
(1.86)

1.18
(3.30)

0.04 
(1.25) 

0.13 
(2.24) 

1.18
(3.30)

0.04
(1.25)

0.13
(2.24)

Source: GAO analysis of test results. 

Note: Margin of error is ±5 percent or less at the 95 percent confidence level. Some domain names 
contained both patently false and incomplete information and so percentages do not add up to 100. 

www.gao.gov/cgi-bin/getrpt?GAO-06-165.
 
To view the full product, including the scope 
and methodology, click on the link above. 
For more information, contact Linda Koontz, 
202-512-6250, koontzl@gao.gov, or Keith 
Rhodes, 202-512-6412, rhodesk@gao.gov.     

http://www.gao.gov/cgi-bin/getrpt?GAO-06-165
http://www.gao.gov/cgi-bin/getrpt?GAO-06-165


<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /PageByPage
  /Binding /Left
  /CalGrayProfile (None)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.3
  /CompressObjects /Off
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /SyntheticBoldness 1.00
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams true
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveEPSInfo true
  /PreserveHalftoneInfo false
  /PreserveOPIComments true
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Preserve
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /AntiAliasGrayImages false
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /AntiAliasMonoImages false
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile (None)
  /PDFXOutputCondition ()
  /PDFXRegistryName (http://www.color.org)
  /PDFXTrapped /False

  /Description <<
    /JPN <FEFF3053306e8a2d5b9a306f300130d330b830cd30b9658766f8306e8868793a304a3088307353705237306b90693057305f00200050004400460020658766f830924f5c62103059308b3068304d306b4f7f75283057307e305930023053306e8a2d5b9a30674f5c62103057305f00200050004400460020658766f8306f0020004100630072006f0062006100740020304a30883073002000520065006100640065007200200035002e003000204ee5964d30678868793a3067304d307e30593002>
    /DEU <>
    /FRA <>
    /PTB <>
    /DAN <>
    /NLD <>
    /ESP <>
    /SUO <>
    /ITA <>
    /NOR <>
    /SVE <>
    /ENU <>
  >>
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


